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Overview 
• The Office of the Auditor General 

• IS Audit Report 

 What we did 

 What we found 

 What agencies can do 



• Provide information to 
Parliament                            

• Independent and impartial                                                           

• Public sector accountability                                                         

• Serving the public interest 

The role of the AG 

WA Public 
Parliament 

Departments 
and Agencies 

Executive 
Government 

http://wa.gov.au/


Information Systems Audit Report 

• Security of online transactions 

• Follow-up Audit: Cyber security 

• Application controls audits 

• General computer controls and 
capability assessments 



Security of online transactions 
• Numerous security incidents relating to online transaction 

systems. 
 

• Online payment systems provide efficiency opportunities, but 
increase risk. 

 

• Agencies have a obligation to safeguard credit card 
information at all times.  

 

• Agencies could be liable should credit card data be 
compromised. 



What did we do? 

Nine agencies sampled to test if they have effective: 

• Risk management strategies 

• Information security policies 

• Effective controls to ensure network security; and 

• Good monitoring systems and access management. 
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Agencies collecting cardholder data 



What the examination found 
• Five agencies did not collect cardholder data.  
• Four agencies collected and processed full cardholder data, 

but did not meet the requirements of the PCI standards. 
• Opportunities identified for all agencies to improve: 

 risk management; 
 network security; 
 Policies; and 
 overall security of their general computer systems. 

• No evidence of cardholder data being compromised at any of 
the agencies tested. 



What should be done? 
• Identify and manage risks associated with 

online payments. 
 

• Implement effective information security 
policies 

 

• Use standards, frame works for guidance 
with handling credit card data. 

 

• Ensure software updates are applied in a 
timely manner. 

 

• Ensure incident response plans are in place 
for online systems. 

Risk management 

Information security policies 

Secure network environment 

Data confidentiality 

Monitoring 



Cyber security in government agencies 
• Agencies have a responsibility to ensure they are adequately 

protected against cyber threats. 
 

• In 2011, we assessed whether 15 agencies could detect and 
appropriately respond to cyber attacks. They failed. 

 

• This year we conducted similar tests at a further six agencies. 
We expected the agencies to have learned lessons from our 
previous work. 



What Did We Do? 

Investigated: 

• Risk management strategies 

• Information security policies 

• Effective controls 

• Access to systems 

• Six agencies selected for 
audit 

• Expected a proactive 
approach 

 



What the examination found 
• Improved security controls applied to ServiceNet. Difficult to run common attacks 

methods on agency networks.  
 

• Once ServiceNet allowed our attacks through their firewall, we were able to run 
aggressive scans; quickly obtain information; able to escalate our attacks. 

 

• We identified numerous weaknesses and vulnerabilities that can be easily exploited 
to gain access to information.  

 

• We exploited a sample of identified vulnerabilities to confirm the reality of the 
weaknesses. 

 

• None of the agencies we tested had effective systems or processes in place to 
detect or respond to a cyber attack.   
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What Should be done? 
• Develop and implement the following: 

 risk management strategies 
 Information security policies 
 incident response plans 
 security awareness training 
 continuity & disaster recovery planning. 

• Design secure computer networks and ensure protective devices and 
mechanisms are appropriately configured and tested. 

• Apply software updates to Operating Systems and Application Software. 
• Redundant applications should not be accessible from the Internet. 
• Refer to standards and frameworks for guidance. 

Next frontier: 

Cloud 

Computing 



Computer application controls  
• Each year we review a selection of key 

applications relied on by agencies to deliver 
services to the general public.   

 

• Failings or weaknesses in these applications 
have the potential to directly impact other 
organisations and members of the general 
public.  



What did we do? 

• Information security 

• Data controls 

• Operations 

• Change control 

• Business continuity 

We assessed the adequacy of controls across five applications. 

The controls were: 

Input
Data collected, 

capture

Processing
Working with information, 

changing, calculating,
manipulating

Output
Sending results, 

collecting data

Storage
Databases, virtual, files, disks, tapes

People
Users, clients, customers, technicians, 

governments, companies

Technology
Users, clients, customers, technicians,



What we found 
 

 

Criteria DCP
Mental 

Health
DEC Health Police

Data entered into the application is 

accurate, complete and authorised

Data is processed as intended in an 

acceptable time period

Stored data is accurate and complete

Outputs, including online or hardcopy 

reports, are accurate and complete

A record is maintained to track the 

process of data from input, through the 

processing cycle to storage and to the 

eventual output

Access controls are in place and user 

accounts are managed

Others

Significant Moderate Minor No issue

The letter "n" in the circle represent the number of issues 

raised with the same risk rating
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• All of the applications had control 

weaknesses totalling 34 findings.  

• 76% rated as significant and moderate. 

• Security weaknesses made up 52% of the 

findings.  

• The findings have potential to compromise 

the integrity, confidentiality and availability 

of applications and information they 

handle. 

Agency 1          2                 3                 4                  5 



Computer processing environment  



Background and what we found 

• 51 agencies audited. 
• We reported 345 GCC issues to agencies. 
• The majority of these issues required action ASAP. 
• Agencies are vulnerable to: 

 computer system failures, 

 unauthorised access; 

 loss of information; and 

 fraudulent activity. 



The results of the capability assessment below shows that 
most agencies are not effectively managing key areas. 



Overall summary - What should agencies do?  

1. Understand the risks so appropriate controls and mitigation 
strategies can be implement 

2. Know your computing environments and threat landscape to 

understand dependencies and exposure levels 

3. Understand existing and required capabilities in order to 

know where to direct effort and resources 

4. Use standards and frameworks for information security, risk 

management, change management, IT operations and business 
continuity 



Discussion and Questions 
Contact details:  

 Website: www.audit.wa.gov.au 

 Email: info@audit.wa.gov.au 

 

Colin Murphy 

Auditor General 


